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Abstract: Steganography is the art of concealing data within data in such a way that it is almost untraceable. Out of
the multitude of information carriers, digital images are the most popular ones used in steganography. Various
techniques of concealing information exist for various kinds of applications. Every application calls for different
requirements and appropriate techniques have to be chosen accordingly. Steganography contributes vastly to the
field of security and helps to lessen foul play or breach of information sharing rules. Embedding a small amount of
pixel information of an original image into a larger image where each of its pixels contains information related to the
original image makes it almost difficult to retrieve the actual information. The reverse process points towards the
decompression of the larger image until the original information is found. This type of process uses LSB technique
of pixel embedding and is widely used for a variety of applications. It serves the dual purpose of securing vital
information by obscuring it in addition to compressing the image information for resourceful use of memory.
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1. Introduction

With the advent of Internet, steganography
has evolved into a major subject of interest in the
field of information security. Any digital file formats
that act as information carriers can be used for
steganography. The files must possess a high degree
of redundancy to provide unparalleled accuracy. This
feature also lays focus on compression of files. These
digital files or information carriers can be of various
forms including texts, images, audios, videos and
other protocols. But, digital images comply with the
redundancy requirements and are most suitable for
compression as well as steganography by pixel data
embedding. Steganography can be applied to various
scenarios including medical imaging, remote sensing,
images with legal information and valuable arts
protection.

A good steganography scheme is judged by
the imperceptibility, capacity and robustness of the
embedded information. The resulting image must be
so similar to the original one which turns into an
almost impossible task. Robustness of a
steganographic scheme is determined by speed and
amount of information embedded [7-10]. Robustness
to familiar attacks involve low pass filtering, frame
dropping, transcoding and noisy interface in addition
to robustness to compression techniques must be kept
in check. After pixel embedding, the image should be
such that infiltration of critical data is unfeasible. In

such a case, the attacker is likely to fail in his efforts
to conclude authenticity of original information.

Digital images are numerically portrayed as
a grid of diminutive points known as pixels. The
pixels are represented in bits [2-3]. Bit depth gives
the measure of bits composed in each pixel of a color
scheme. Bit depths can vary from 1bit for a
monochrome image to 64 bits for a deep color image
[4-6]. Typically digital images are represented as 24
bits with each byte pertaining to the three primary
colors of the RGB model.

Larger images tend to have large bit depths
posing a hindrance for convenient data transmission.
Hence, images have to be condensed to relieve both
spatial and time complexities. The compression
process can be carried out in two methods viz. lossy
compression and lossless compression [15]. Lossy
compression produces close approximation of
original image, although it’s not the exact replica,
while lossless compression maintains the integrity of
the original image. As the concept of lossy
compression is fundamentally at par with information
hiding, it is essential to find a suitable tradeoff
between crucial data hiding requirements,
imperceptibility, capacity and robustness prior to
compression.  This  detains the  perceptual
compression algorithm from purging superfluous
information related to the embedded data [16-18].

2. Proposed Methodology
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The proposed methodology consists of

embedding and extracting phase which are being

depicted below in the Figure 1 and Figure 2.
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Table 1. Performance Evaluation for embedding phase

Resul I Di i Size (KB MSE
esult nput imension ize (KB) R G B
Input 1 50 x 50 8 0 0 0
R1 Input 2 100 x 100 30 24224  2.4527 2.4506
Input 3 227 x 355 238 1.2339  1.2229 1.2256
Input 4 1567 x 804 3694 0.7295 0.729 0.7293
Input 1 l6x 16 1 0 0 0
Input 2 64 x 64 13 0.6389  0.5901 0.5637
R2 Input 3 128 x 128 49 1.9521 1.9282 2.1833
Input 4 256 x 256 193 2.3986 2.4832 2.4177
Input 5 512x 512 769 2.2249  2.3464 2.2448
Input 6 1024 x 1024 3073 24114 23764 2.7314
Input 1 40 x 30 2 0 0 0
Input 2 100 x 101 30 1.6595 1.6649 1.6805
R3 Input 3 352 x 288 298 1.2641 1.2708 1.2.84
Input 4 717 x 717 1507 1.975 1.9541 1.9764
Input 5 1434 x 1434 6028 2.5837 2.6167 2.5228
Input 1 64 x 64 13 0 0 0
R4 Input 2 158 x 130 61 1.8192  1.9302 1.8417
Input 3 512x 512 769 0.7154  0.6998 0.7228
Input 4 1024 x 1024 3073 2.3504 2.6082 2.3609

3.Experimental Results and Discussion

The Least significant bit (LSB) substitution
method is popularly used to embed message data
within an image [1]. Commonly LSBs of an image
are assumed to be the ideal positions to embed
information as they not only yield minimal
perceptible quality loss but are also significantly
random in nature. The LSB substitution method
follows the concept of modifying each pixel value
and covering its visibility without hampering the
potential changes. This shifts focus on a vast quantity
of redundancy in the pixel information. Thus, the
LSBs of the image data can be effectively replaced
with each bit of the message data. This process can
be continued until the whole message has been
embedded [22].

Four sample gray scale images of dissimilar
dimensions, each larger than the preceding one, are
considered for trialing. Each pixel comprises of
24bits with 8 bits owed to each of the color
dimensions, red, blue and green. Last 3 LSBs are
given due consideration for substitution. The number
of bits to replace can be decided as per requirements.
Ideally 2 or 3 bits per color is chosen. The amount of
information stored gradually increases with the
increase in number of bits substituted. In this case, 3
bits each in each of the color dimensions are chosen
summing up to 9 bits in the whole. The amount of

10

information of the initial image embedded in each
pixel of the succeeding image is given by the
equation.

SxN
L

Where, I is the information embedded, S is
the size of the image, N represents the number of bits
in each pixel, 24 in this case and L corresponds to the
number of LSBs substituted in each pixel.

The concept of substituting or replacing the
pixel information does not compromise with the
consumption of space [11-12]. The sizes of the
images remain unaltered although the image contains
ample additional information crucial to the preceding
images.

The embedding phase is described in the
flow chart mentioned in the proposed methodology
on the initial cover image and the procedure is carried
out iteratively on the succeeding images as well. The
final image encompasses all the vital information of
all the preceding images. The resultant images are
shown in Figure 3.

Successively, the extraction phase is carried out
as a result of which the entire pixel information can
be effectively decoded. The resultant images after
each iterative step are represented in Figure 4. The
final image obtained is the original cover image.
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Figure 3. Gray Scale samples of RGB images during
embedding phase. (a) Sample cover image (b) Stego
image embedded with information of cover image,(c)
Multiple image information embedding the cover
and initial stego image (d) Compressed high payload
embedded image,(e) Final Stego Image
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Figure 4: Gray Scale samples of RGB images during
extraction phase. (a) Stego image (b) Image decoded
from final stego image.(c) Multiple image
information decoded from intermediate stego image
containing information of cover and initial stego
image (d) Initial cover image.

Invariability of size despite high payload is
the essence of the experiment. It ensures information
confidentiality and increases security. Hence, the
extraction phase is more strenuous in comparison to
the embedding phase. The original data can be
procured by the developer/embedder but a third party
intervention is unlikely [13-14].

The performance of whole process can be
evaluated using Mean Squared Error as depicted in
the table below [23]. The MSE values vary as per the
number, size and type of image. It is evident from the
table that the initial image has no pre conditions to be
compared to which makes its MSE values zero across
all the three dimensions. The rest of the images have
additional information, which gradually increase with
the number of images in a single phase of
embedding. The results can be tested on multiple
images with different types and sizes (Table 1). MSE
is expected to be minimal for the stego image to be
robust and undecipherable. Higher error values make
the information vulnerable [19-21].

4. Conclusion

The experiment carried out on the sample
images unraveled many aspects of pixel embedding
and highlighted its significance in terms of data
protection. Multiple trials using various images infer
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that images with minimal MSE are most protected,
RI in this case. However, the complexity of the
process increases with the number of pixels
embedded, demanding more sophisticated ways of
embedding. Developments in steganography can
open up new horizons in the field of information
hiding, image compression, signal frequency
modulation, copyright protection and peer to peer
communication.
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