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Abstract

Web based applications development has been increased due to increase in the users of the web. With this increase of users new issues like security have arisen. A new methodology with the security considerations and steps to implement is the need of time. A new methodology for semantic consideration with the security issues tackled has been presented in this paper. Security at each level has been introduced. A case study is given at the end which shows that application with security constraints can be developed by using this methodology. Further research can be done to implement this methodology for other types of web applications like web real time application. 
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1. Introduction

Internet and web are the one of the most remarkable, vigorously, and exponentially growing computer technologies. The web has became famous for its environment for the generation of computer applications that contain text, graphics, sound and movies called web application [1]. Conventional development methodologies such as object-oriented are powerless of analyzing, designing, implementing and testing web applications. Web application composed of many interlinked large number of pages. To develop a web based application is not an easy task. Thus many design methodologies for developing hypermedia application has proposed such as Hypermedia Design Model (HDM) [2], Relationship Management Methodology (RMM) [3], Object Oriented  hypermedia design model (OOHDM) [4], Object Oriented Design Methodology (OODM) [13], and many others.

 Due to increase in the information on the web, issue of information management arises. It means to seek what type of information user want and filter out the remaining, sum up the information and derive the relationship among them [16]. Information integration plays vital role in understanding the domain and in taking better decisions. Effective information integration needs that all information is handling semantically i.e. understandable by machine. To handle information integration issue, in early 2000 concept of semantic web is given by Tim Berners-Lee [6].

Semantic web comes up with a new approach of organizing the information by creating and using the semantic metadata. Semantic metadata is different from the today’s web metadata which only describes the format of the document in which it is represented. Semantic metadata not only describes the document or chunk of document but also describes articles within document [5]. Using semantic web, users are able to search information based on meaning not on the basis of text. Semantic web understands where the word or phrases are equal [5]. It combines information from all relevant sources, remove duplication and sum up information if necessary. It has also capability to make inference from existing knowledge to draw new knowledge.

Hall of fame for w3c web is that it is understandable by the machine or it is machine accessible code. As a result web developer starts switching from developing the simple web based application to the semantic web based application. There are some methodologies that are present to develop the semantic web based application like Semantic Hyper Design Model (SHDM) [12][17]. 

Information presents on the web is important asset. People retrieve this information, process it and create new information from the existing information. There is a risk always present that this information may not be retrieved by the wrong person. Threats to information regarding its security are due to several factors [8] such as huge interconnection of heterogeneous networks, sensitive information present on the system by the cooperation or government agencies.  A website is said to be secure if it covers three basic but important concepts of security i.e. confidentiality, integrity and availability [15]. A secure web application always secure the data from unauthorized access (confidentiality), it does not allow any source to modify the information present on web by unexpected or illegal way (integrity), and information is always available `to the users (availability).
Usually users from all over the universe can access the data from the web based application that creates threats to the security of data, to the system, and to application as well. That’s why protection to all these threats is essential. Build secure system means that the system can handle faults, save from the external or internal attacks, and one user can’t change the content or interrupt in the transaction of other user. For w3c web there was no methodology exists that lead to the development of secure w3c web based application. In this paper, we proposed methodology to develop secure w3c web based application. It is the linear development model. To secure the system we introduced the security parameters in every phase of our proposed methodology. Our proposed methodology focuses especially on the development of secure system that’s why techniques used for securing the system is considered from the beginning of development phase.

The remainder of this paper is organized as: section 2 a new methodology for development of secure semantic web is proposed, case study has been presented in section 3. Section 4 contains Result and Discussion Finally, in section 6, give conclusion and future recommendations.

2. Related Work

We give a brief overview of techniques that are used to make semantic web application or to secure semantic web application. Fernanda Lima and Daniel Schwabe [17][12] proposed a methodology for the development of semantic web called Semantic Hypermedia Design Model (SHDM). This methodology is derived from the HDM [2]. This methodology composed of five steps i.e. requirements gathering, conceptual design, navigational design, abstract interface design, and implementation. In SHDM, more focus is given on the conceptual model and navigational model. Conceptual model is composed by conceptual schema, conceptual ontology, and instances. In conceptual model, ontology is used to define the concept of application which increased the expressive power of application. Navigational model is composed by navigational class schema, navigational context schema, specification cards, and navigational ontology. Navigational model uses a query language to querying both schema and instances.  From security point of view, currently more research [17] [14] [22] focus is given on the XML [19], RDF [20] and Ontology layers of the semantic web. Dr Bhavani [14] pointed out the threats to XML and RDF layers of semantic web. For instance XML documents are organized in graph structures, the main problem is that whether to give entire access to document or not. Similarly RDF document is also very important part of semantic web. Several security issues (such as how is access control ensured? how to protect statement and properties of RDF document) in RDF layer are yet need to be address.  She also proposed different directions for the research on secure semantic web. Chen Li and Claus Pahl [21] gave concept of imposing security on the web services by extending web services description language (WSDL) and by universal description, discovery and integration service UDDI. These concepts made possible to impose security aspect (such as confidentiality, integrity, availability, authentication, and accountability) on the assets present on the web.    

3. Proposed Methodology

The architecture of our proposed methodology is shown in the following diagram.
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Following are the main steps of our proposed methodology

Step 1: Requirement gathering & seeking vulnerabilities: 

It starts from the Analysis phase. This step is divided into two sub phases. In the first sub phase requirements are gathered from the customer by the help of traditional techniques like questionnaires, interviewing etc. After understanding the system requirement, in the second sub phase we find the vulnerabilities that may help in internal or external attack to the system. The next step after requirement gathering phase is constructing logical model and role based control access.

Step 2: Constructing Logical Model & Role Based Control Access:
 In design phase, first we defined the classes, subclasses, their attributes, relationship among them, and multiplicity of attributes values if exist. To develop secure system, in this phase first we defined the policies that are used to overcome the vulnerabilities that are identified in the first phase. Then we introduced the role based access control. It means role are assigned to users according to their duties and rights. 

Step 3: Constructing & Refining RDFS:
In the third step, we construct and refine the Resource Description Framework Schema (RDFS) [20]. RDFS can be written in XML [19] and it is rich in vocabulary than XML that’s why instead of writing in XML first we directly move to RDFS.  RDFS is very crucial layer, which user can access particular document up to which level is most important question arises after introducing RDFS layer. To protect this layer, we introduced the level of sensitivity that is secret, classified, and unclassified. 

Step 4: Refining Machine Understandable Code:
In the fourth and final step, we used DAML+OIL [18] for creating ontology to refine our machine understandable code. Ontology is used to describe the property element like Boolean combination, enumeration, object properties, data type properties etc.  Ontology layer is also important and it also face security threats like what part of data is accessed by which user, how to know the identification of user who are exploring the ontology etc. To address these security threats we introduced Secure Web Ontology Language (SOWL) [21]. It is modified version of OWL, which introduced the concept of security for ontology layer. It is used to define the security rules. It use subject, activity and object types (S, A, O) to define security rules.

4. Case Study

We build a UET semantic web site as a case study to demonstrate the major phase of our proposed methodology. After getting requirement through requirement phase we came to know that this system is designed for six types of users. They are students, faculty members, visitors, library staff, examination staff, and IT staff. Students can access detailed mark sheet, course offered, publications, time table, and department detail. Faculty members can access publications, time table, department detail, and course detail. Visitor can access course, time table, and department. Library staff can add publication, access publication and edit publication. Examination staff can add detailed mark sheet, access mark sheet, and edit mark sheet. Similarly IT staff can create account of student and faculty members. After understanding the system, the next sub phase of requirement gathering phase is seeking vulnerabilities present on the system. In this case study we find much vulnerability such as 1. visitor can creates a fake account on the website by providing fake information of any student. So that in future visitor can attack on the system through this fake account, 2. Student provides false information and opens an account with fake information, 3. IT staff collects student or faculty member information and use it illegally, 4. The IT staffs create fake account with student or faculty member information, 5. Examination staff can change the detailed mark sheet of student illegally, 6. An attacker tries to stop student or faculty members to access their accounts, 7. An attacker tries to destroy the database of examination system, 8. Attacker tries to destroy the database of library system. After identification of possible attacks we moved to the next phase which is analysis phase in which we carried out two activities constructing logical model and defined control based control access. In constructing logical model of UET we first defined classes such as department, research centre, publication, policy, project, faculty, paper, detailed discussion etc. After identification of classes we defined attributes of each class like department class has attributes name, description, creation date, logo, courses, and Degree. After defining attributes of every class, we are creating policies that are used to remove the vulnerabilities from the system which might used to cause attack on the system either externally or internally. For example verify information policy is used as solution of first two attacks threat that are identified in the requirement phase similarly log file policy is implemented to remove the threats of attack number 3 and 5 that are identified in the requirement phase. After defining policies we moved to defining the role-based control access according to the job responsibilities. The following figure is the complete diagram of role based control access.
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In this figure, it is mentioned that IT staff clerk has only right to create or delete the account of student or faculty member while IT staff auditor can audit the clerk at any time by inspecting the log file which maintains the log of IT staff clerk activities. Similarly examination staff clerk has rights to create, edit or delete the detailed mark sheet and examination staff auditor can audit examination clerk by inspecting the log file. Library staff clerk has right to add and update the publication on the system. The third phase of our proposed methodology is constructing and refining the Resource Description Framework schema (RDFS). In this phase we transformed all the classes that are identified in the second phase is converted into the RDFS so that they are understandable by the machine also. To protect this layer we defined the level of protection by putting the tag of secret, confidential, and unclassified. In the last phase we defined the ontology with the help of DAML+OIL. For example we defined the classes in owl of professor, associate professor, assistant professor, and lecturer and declared them as subclass of faculty member class. Similarly we defined different department class in owl e.g. mechanical, computer science and also declare them sub class of department class. Secure OWL (SOWL) is used to protect the ontology layer. In SOWL we used security tags that are used to protect the classes present in the ontology.

5 Results and Discussion

In order to do comparison between the baseline methodology and proposed methodology. We quantify security in our proposed methodology. We used methodology for quantifying security, proposed by Muhammad Umair Ahmed and Muhammad Zulkernine [22]. In the first step of their methodology [22], we identified vulnerabilities or errors that can occur more than one time in our proposed methodology and their occurrence should be identified. Due to shortage of space, we can suppose that one SQL injection (SQL) and two buffer overflow (BO) vulnerability occur in the code of UET semantic due to validation of input (VI). We can represent them as VSQLO1 (is the 1st occurrence of vulnerability SQL), VBOO1 (is the 1st occurrence of vulnerability BO), VBOO2 (is the 2nd occurrence of vulnerability BO) and EVIO1 (is the 1st occurrence of Error VI), EVIO2 (is the 2nd occurrence of Error VI), and EVIO3 (is the 3rd occurrence of Error VI). In the second step of [22], identification of vulnerability and error occurrence relationship take place. Table 1 shows many-to-many relationships between vulnerability and error occurrence for the vulnerabilities and errors mentioned above.

	
	Vulnerability Occurrence

	
	VSQLO1
	VBOO1
	VBOO2

	Error Occurrences
	EVIO1
	X
	
	

	
	EVIO2
	
	X
	X

	
	EVIO3
	
	
	X


                                                  Table 1.

In the third step of [22], identification of security requirements (SR) takes place. Security requirements can be defined as steps required removing an error that can cause to vulnerability. In our case the security requirements of validating input (VI) are needed to vanish the error occurred in step 1. These requirements are represented as SRVIEVIO1 (is the validation input security requirements to remove 1st occurrence of validation input error), SRVIEVIO2 (is the validation input security requirements to remove 2nd occurrence of validation input error), and SRVIEVIO3 (is the validation input security requirements to remove 3rd occurrence of validation input error).  In the fourth step [22], calculate the vulnerability index which is the percentage of vulnerability occurrence that has been removed from the specific phase (i.e. requirement phase, design, coding etc). The value of index is in between 0 and 100. O means that no vulnerability has been removed, while 100 means all identified vulnerabilities have been removed. To find the vulnerability index, divide the removed vulnerabilities by the total vulnerabilities and multiply it by 100. Here we are calculating vulnerability index for the design phase. The equation for calculating vulnerability index is 

VIDES = VDR/ VDT * 100, taken from [22].

In our case study we found 8 vulnerabilities, 6 of them were removed during design phase, so vulnerability index is 75%. Similarly vulnerability index for requirement phase/ analysis phase is 0%, and source code is 87.5%  
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Vulnerability index does not help in providing information about the remaining vulnerabilities, so for the remaining vulnerabilities step 5 of [22], identify the assets that can cause damage due to these vulnerabilities and find the cost of implementing the security requirements to remove these vulnerabilities. In our case study the assets are student account information (SAI), Digital library (DL), and Online Mark sheet (OM). These assets can be represented as ASAI, ADL, and AOM respectively. Assume that maximum damage that can occur from misusing these assets are 10, 0000, 1000, and 100 respectively. Now suppose that vulnerabilities identified in step 1, VBOO1 threatens ASAI and ADL , VSQLO1 threatens AOM , and VBOO2 threatens ADL . Suppose the probability that these vulnerabilities successfully exploited is 0.1, 1, and 1 respectively. The maximum possible damage that can be cause by the occurrence of each vulnerability is the product of value of an asset and the probability of vulnerability successfully exploited to cause harm to that asset. Hence the values of DASAIVSQLO1 (is the damage caused to the student account information asset by the 1st occurrence of SQL vulnerability) would be 10, 000, DADLVSQLO1 (is the damage caused to the Digital Library asset by the 1st occurrence of SQL vulnerability) would be 1000, DAOMVBOO1 (is the damage caused to the online mark sheet asset by the 1st occurrence of BO vulnerability) would be 100, and DADLVBOO2 (is the damage caused to the Digital Library asset by the 2nd occurrence of BO vulnerability) would be 1000. Suppose that the value of implementation cost of security requirement needed to remove errors is 1,000 each. Hence CVSQLO1 (is implementation cost of all security requirements needed to remove the errors causing 1st occurrence of SQL vulnerability), = CVBOO1 (is implementation cost of all security requirements needed to remove the errors causing 1st occurrence of BO vulnerability), and = CVBOO2 (is implementation cost of all security requirements needed to remove the errors causing 2nd occurrence of BO vulnerability) = 1000. All above information is summarized in table 2. Table 2 also provides information about other type of attack (write attack, read attack, or denial of service attack) that specific vulnerability occurrence can allow for particular asset. Where TDVXOY  is the total damage caused by the yth occurrence of xth vulnerability.

	
	Vulnerability Occurrences

	
	VSQLO1
	VBOO1
	VBOO2

	Assets
	ASAI
	Write Attack, 

DASAIVSQLO1= 10000 and CVSQLO1 = 1000


	
	

	
	ADL
	Denial of Service Attack, DADLVSQLO1 =1000 and CVSQLO1 = 1,000
	
	Denial of Service Attack, DADLVBOO2 =1000 and CVBOO2  = 1000

	
	AOM
	
	Write Attack DAOMVBOO1 = 100 and CVBOO1 = 1000
	

	
	TDVXOY
	11000
	100
	1000


Table 2.

In step 6 of [22] we find the total damage caused by the occurrence of single vulnerability. Table 2 shows the total damage caused by each vulnerability. In step 7 of [22], we find priority of vulnerability on the basis of damage and the cost effectiveness of their removal. The equation for finding priority of vulnerability is given as 

PVXOY = TDVXOY - CVXOY , taken from [22]. 

Where  PVXOY is priority of yth occurrence of xth vulnerability.  Hence priority of VSQLO1  is 10000, priority of  VBOO1 is -900, and priority of  VBOO2  is 0. This shows that VSQLO1  required more attention than VBOO1. 
Similarly we can quantify security for the rest of security parameters (such as control based access control) of our proposed methodology.

6. Conclusion

Hall of fame for semantic web is to facilitate the combination of information from semantic point of view rather than syntactic point of view that are normally present in the current web technologies. Semantic web is highly intelligent and highly developed web so that without intervention of third party i.e. humans, it carry out task like making appointment, synchronizing activities and doing complex document manipulation operations. There was no methodology exist for developing secure semantic web applications. Proposed methodology starts from requirement gathering phase, in which requirement are gathered with the help of conventional techniques like interviewing etc. After getting the requirement, developer understood whole system, now next step is to find the vulnerabilities in the system that may cause internal or external attack to the system. In the next phase, we construct logical model, in this phase we identified the classes, sub classes, their relationships, and multimedia attributes of each class or subclass. We also defined the policies that are used to stop attacks that are identified in the requirement phase. Then we defined the role based control access. In the third phase we defined Resource Description Framework schema and ontology of the domain. Creating RDFS is further decomposed into two steps. First create the Resource Description Framework schema deals with the domain specific problem, on the basis of RDFS we can define the instant of our domain. After creating the RDFS layer, we also want to secure the RDFS layer. To secure RDFS layer, we use  level of sensitivity mechanism. Level of sensitivity is achieved by implementing policy. In next phase, we defined ontology and secure our ontology layer. This phase is also further divided into two sub phases. In first phase we defined ontology and in the second phase we secure our ontology layer. We define ontology with the help of DAML+OIL. Ontology is used to describe the special relationship, properties, cardinality of class etc. we used SOWL to secure the ontology layer. SOWL is secure version of owl. 
7. Future Recommendations

W3c web is popular nowadays due to efficient searching on the internet and machine understandable code. All the web developers are switching from simple web application development (e.g. structured web based application, object-oriented web based application) to w3c web (e.g. semantic web) to enjoy the features (e.g. efficient searching, layered approach development) of w3c web. Yet there is no design patterns exist for the development of secure w3c web. Using of design pattern in your development methodology helps you in many aspect of development like it helps in reusability, fast development, provides ease to document the system and more important that you can improve your development methodology by continuously using design patterns.

After ontology layer, rule layer is come in which rules are defined for inference purpose. Ontology layer has some limitations that’s why we defined rules layer. Many languages are developed to define rules such as SWRL (Semantic Web Rules Languages), RuleML. To secure rules that are defined in these languages Nonmonotonic Typed Multilevel Logic (NTML) is used. NTML is securing the rules by dividing them into four levels (unclassified, confidential, secret and top secret). There is no mechanism yet developed to secure the NTML itself. It means how to protect NTML so that no one can enter in it and make changes in different layer.    

Another challenging issue in developing secure w3c web is that proof and trust layer are yet not addressed from security point of view. Exhaustive research needs on these layers to introduce some security parameters so that a complete secure w3c web is formed.
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